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Advocacy Position Statement 
 

Public Works and Cyber Security 
 
Statement of Purpose 
 
The American Public Works Association (APWA) seeks to inform elected officials, 
regulators, stakeholders and the public of its stated position on the importance of 
managing cyber risk to critical infrastructure systems.  
 
Statement of Position 
 
Safeguarding our Nation’s critical infrastructure systems is vital for mitigation, 
preparedness, response and recovery operations as described in both the National 
Infrastructure Protection Plan and the National Response Framework. Public works 
agencies value the security of their cyber systems that control traffic management 
systems, water and sewage treatment facilities, emergency services/communications, and 
other vital operations and services as described by Homeland Security Presidential Policy 
Directive 21. These cyber systems must be resilient to the increasing threat of terrorism, 
as well as to damage and disruption from natural or technological disasters. Cyber system 
risk management is key for ensuring that communities are capable of handling emergency 
situations and daily operations.   
 
Accordingly, the following principles must be taken into consideration if the Nation’s 
cyber systems are to be properly maintained and protected: 
 
• National Cybersecurity Guidelines/Best Practices: Developing voluntary national 

cybersecurity guidelines/best practices would have a significant, constructive impact 
on public works. Public works agencies design their routine operations and 
emergency management plans around what is needed to protect and sustain a specific 
infrastructure system.  Therefore, national best practices would assist and enhance 
public works’ ability to manage cyber risk to critical infrastructure systems. 
Moreover, voluntary guidelines further strengthen national mitigation efforts which 
not only break the cycle of repeated damage and reconstruction that can paralyze 
communities, but also improve recovery time.   

 



• Stakeholder Engagement: State and local governments—which include public 
works agencies are critical stakeholders in national cybersecurity efforts. Both 
execute programs overseen and funded by federal agencies, and frequently are 
custodians of confidential data. Importantly, public works agencies operate and 
manage the critical infrastructure systems necessary for daily community operations, 
basic homeland security and emergency management functions. The federal 
government must work with state and local governments to share threat information 
and provide technical support to protect computer networks and other related critical 
infrastructure. 

 
• Unfunded Mandates: The federal government must avoid imposing unfunded 

mandates on state and local governments.  Budgets are still  strained at all levels of 
government and, while public works agencies wish to contribute to the overall 
cybersecurity effort, their ability to independently fund costly federal cybersecurity 
mandates is not feasible.   

 
Background and Rationale 
 
Cyber Terrorism is potentially the most destructive threat to our critical infrastructure 
systems. However, they are also at risk from natural and technological hazards. Damaged 
or corrupted cyber systems can cripple the essential operations of everyday life such as 
commerce, finance, transportation, utilities, communications, public safety and 
government functions.  
 
Public works agencies, regardless of size or location, must be capable of addressing the 
continual and expanding threat to cyber systems. Through the development of voluntary 
national guidelines, information sharing, stakeholder engagement, and avoiding unfunded 
mandates, public works agencies will be able to take the necessary steps to protect their 
cyber systems—for a resilient nation is only as strong as its critical infrastructure.   
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